NH®OPMAIINOHHASA TAMATKA
JJIs1 OBYYAIO U XCA A1 PASMELIEHUSA
HA OPUILHUAJIBHBIX HHTEPHET-PECYPCAX

C Ka)XJIbIM TOJIOM MOJIOJI€KH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIbHUKHI
OJIHM M3 CaMbIX aKTHUBHBIX MoJib30BaTenel Pynera. Mexay TeM, IOMHUMO OrPOMHOIO
KOJIMYECTBA BO3MOKHOCTEHM, MHTEPHET HECET W MpoOJieMbl. JTa mamsTKa JOJDKHA
oMoub TeOe 0e30MacHO HAXOUTHCSI B CETH.

KoMmnbroTepHble BUPYCHI

KoMmbloTepHbli BUPYC - 3TO Pa3HOBUIIHOCTH KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYHUTEIILHON OCOOCHHOCTHIO KOTOPOM SBIISIETCSI CIOCOOHOCTh K pa3sMHOXKEHHIO. B
JIOMIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTHh WJM IMOJHOCTbIO YHUYTOXXKUTH BCE
daiel M JTaHHBIC, IMOAKOHTPOJBHBIC II0JH30BATEII0, OT HMMEHH KOTOPOTO Oblia
3alylieHa 3apaX€HHas MporpaMMa, a TakKe MOBPEIWTh WJIM JaXe YHHYTOXKHUTh
OMEpAIMOHHYI0 CHUCTEMY CO BceMu (haiiimamMu B 1eioM. B OONIBIIMHCTBE CllydaeB
pacrpoCTpaHsIIOTCs BUPYCHI yepe3 WHTEPHET.
MeToabl 3a1IMTHI OT BPEOHOCHBIX MPOTrPaMM:

1. cnonb3yli COBPEMEHHBIE OMEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN
YPOBEHb 3aIUTHI OT BPEOHOCHBIX ITPOrpaMM;

2. TlocrosHHO ycTaHaBiuBaiW ma4TH (UUGPOBBIE 3aIlJIATKH, KOTOPBIE
aBTOMATHYECKH YCTAHABIMBAIOTCSI C IGO0 JIOPAOOTKH IIPOrpaMMbl) U JIPyTHE
OOHOBJICHHSI CBOEH omepaniuoHHON cucteMbl. CkaunBai MX TOJBKO C O(HUITMAIBLHOIO
carita paspadborunka OC. Eciam cymiecTByeT peXMM aBTOMAaTHYECKOr0 OOHOBJICHHS,
BKJIIOYU €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpE IO TMpaBaMH TOJIB30OBATENs, a HE
aIMUHHUCTpaTopa. OITO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcrnonb3yil aHTHUBUPYCHBIE TIPOrPaMMHBIE TMPOAYKTHI  U3BECTHBIX
IIPOU3BOIUTEIICH, C aBTOMAaTUUECKUM OOHOBJICHHEM 0a3;

5. Orpanunub PuU3NUECKUN TOCTYI K KOMITBIOTEPY I TOCTOPOHHUX JIUII,

6. Mcnionb3yil BHENTHUE HOCUTENN MHPOpMAIUHU, TaKuEe KaK (ielika, TUCK WU
(haiin U3 MHTEepHETA, TOJILKO M3 MMPOBEPECHHBIX HCTOUHHKOB;

7. He oTkpbiBali KOMIBIOTEpHBIE (Dailyibl, MOJIYYEHHbIE U3 HEHAJIEKHBIX
MCTOYHUKOB. Jlaxke Te (aiiiabl, KOTOpHIE MPHCIal TBOW 3HAKOMBIN. Jlydiie yrounu y
HETO, OTIPaBJISII B0’ OH Tebe UX.
Ceru WI-FI

Wi-Fi - 5T0 He Buj mepenadu AaHHBIX, HE TEXHOJOTHUS, a BCErO JHIIb OpEHI,
Mapka. Eme B 1991 rogy HuaepiaHackas KOMIIAHHS 3aperdcTpHpoBajia OpeHI
"WECA", uto o603Ha4aso caoBocoueranue "Wireless Fidelity", koTopslii mepeBOaUTCS
Kak "0ecrpoBOiHAS TOUHOCTH".

Mo Hamero BpemMeHu Aoliia apyras abopeBuaTypa, KoTopast SIBISETCS TAKOU ke
TexHonoruer. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHHME OBLIO JaHO C HAMEKOM Ha
CTaHJapT BbIclIel 3BykoBoW TexHuku Hi-Fi, uTo B mepeBoae o3HauaeT "BbICOKas
TOYHOCTB'".



Jla, O6ecruiaTHBIM UHTEPHET-I0CTYII B Kade, OTEIISIX M a3ponopTax SBISETCS OTIMIHOM
BO3MOXHOCTBIO BBIXOJJa B HHTEpHET. HO MHOrme »SKCOepTbl CYUTAIOT, YTO
00IIIeT0CTYITHBIE Wi-Fi ceTHh HE SIBJISIFOTCS 0€e30ITacCHBIMHU.

CoBeThl 110 0€30NaCHOCTH PadoThI B 001IeA0CTYMHBIX ceTsix Wi-fi:

1. He nepegaBaii cBOIO IHYHYIO0 HH(GOPMAIUIO Yepe3 o0menocTynabie Wi-Fi
cetu. Paborast B HUX, JKeJIaTeJIbHO HE BBOJAMUTH MAPOJIM JIOCTYIa, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucrnionp3yit 1 OOHOBJIIM aHTHUBHPYCHBIC MporpamMmbl U OpaHamayep. Tem
caMbIM Thl 00€30MacuIllb ce0sl OT 3aKaYyKH BUpYyca Ha TBOE YCTPOIMCTBO;

3. Ilpu ucnonp3zoBanuu Wi-Fi otkmoun ¢yakumio "OOHIni 10CTYyII K aitiam u
npuatepam". JlanHas QYHKIOUS 3aKpbhITa 10 YMOJTYaHUIO, OJHAKO HEKOTOpbBIC
MOJIb30BATENIN aKTUBUPYIOT €€ 1JIs yA00CTBa UCIOIb30BaHusl B paboTe uiu yueoe;

4. He nucnionw3yit myoamaasiii WI-FI 11 mepegayn TMYHBIX JAHHBIX, HAITPUMED
JUTSI BBIXOJIa B COLIMAIBHBIC CETH WJIA B DJICKTPOHHYIO TIOUTY;

5. Ucnonb3yii Tonbko 3amuiienHoe coenuHenne uepes HTTPS, a ne HTTP, T.e.
pu Habope Beb-ampeca BBoau umMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun (ynkuuio "Tlogkmouenne k' Wi-Fi
aBTomathuecku'. He nonmyckali aBTOMaTHYECKOrO MOAKIIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormacusi.

CounajibHble ceTH

CorpanbHbIe CETH aKTUBHO BXOAST B HAIlY KM3Hb, MHOTHE JIFOJIU PaOOTAIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuumMap 4€IoBEK, YTO
SBJISIETCS OJTHOM CEIbMOM BCEX JKUTENeW IuIaHeThl. MHOrue MoJib30BaTelu He
MOHUMAIOT, YTO UH(GOPMALMs, pa3MelIeHHAsi MU B COLIMATBHBIX CETAX, MOXKET OBIThH
HalijlcHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE€ HE 0053aTebHO C Oyarumu
HaMEPEHUSIMH.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B CONUAJIBHBIX CETHAX:

1. Orpannub CIUCOK Apy3ei. Y TeOs B IPy3bsiX HE JOJDKHO OBITH CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3anmmiai CBOIO YacTHYIO KU3Hb. He yka3biBail maposu, Tenedonsl, aapeca,
JaTy TBOETO POXKICHUS U JPYTyIO JIMYHYIO UHGOPMAIUIO. 3J0YMBIIUICHHUKH MOTYT
UCIIOBb30BaTh Jaxxe UHGPOPMALUI0 O TOM, KaK Thl M TBOM POAUTENIH IJIAHUPYETE
MIPOBECTU KaAHUKYJIbI;

3. 3amuiail CBOIO penyTaIyio - JIep)KU €€ B UUCTOTE U 3aJiaBail cebe BOMpoC:
XO0Ten OBl Thl, YTOOBI IPYTHE MOJI30BATENIM BHUJIETH, UYTO Thl 3arpyxkaems? [lomymaii,
MIPEXJIE YeM UTO-TO OIyOJIMKOBAaTh, HAIMUCATh U 3arpy3UTh;

4. Ecnu Thl TOBOPUIIL C JIIOJBMHU, KOTOPBIX HE 3HACIIb, HE HCIOJb3yH CBOE
peanbHOe UMS U IPYTYIO JTUIHYIO HHPOPMAITIH: UM, MECTO KHUTEIbCTBA, MECTO YUCOBI
U TIpouee;

5. N36erait pazmemenus dororpaduii B MHTEpHETE, TIe ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOYKHO OMPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpamuu B COIUAIBHON CETU HEOOXOIUMO UCIOIB30BaTh CIOKHBIE
MapoJiv, COCTOSIIINE U3 OYKB U IU(DpP U C KOIMYECTBOM 3HAKOB HE MEHEE §;



7. JI1s conMaabHOM CeTH, TIOUTHI M APYTUX CAaWTOB HEOOXOAMMO HCITOJIB30BATh
passble naposu. Torga eciu Te0si B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOIy4YaT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbIE IeHbI'H

DNEeKTpOHHBIE JIGHBI'M - 3TO OYEHb YAOOHBIM CIOCOO TUIaTeXeHl, O HAKO
CYLIECTBYIOT  MOIIEHHUKH,  KOTOpPbIE  XOTAT  MOJYYUThb  OTU  JICHBIU.
DNEKTPOHHBIE JEHbIU MOSBIJINCh COBCEM HEJABHO M UMEHHO H3-3a 3TOIO0 BO MHOTHX
rocygapcTBax JI0 CHUX [Op HE TMPONMCAaHO TMPO HHUX B  3aKOHaX.
B Poccuu xe oHM (YHKIIMOHUPYIOT M O HHUX YK€ IMPOMUCAHO B 3aKOHE, TJIe MX
pa3aeNsioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHbIC. Pa3Huiia B Tom, 4TO
AHOHMMHBIE - OTO T€, B KOTOPBIX pa3pemiaeTcss MPOBOJAUTH omepanuu 0e3
UJIEeHTU(UKAIIMN TI0Jb30BATENSA, & B HEAHOHWMHBIX HICHTU(DUKAIIUS TOTH30BATENS
SBJISIETCSL 00s13aTENILHOM.

Taxke cregyer pasnuvaTh OJICKTPOHHBIE (UATHBIE JEHBIM  (PaBHBI
rOCYy/IapCTBEHHBIM BalllOTaM) U DJEKTPOHHbIE HepUATHbIE JeHbI'M (HE paBHbBI
rOCyJIJapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI M0 0€30MACHO padoTe ¢ IJIeKTPOHHBIMH IeHbIAMU:

1. IlpuBsbxku K cueTy MOOMIIbHBIN TenedoH. DTO caMbli yAOOHBIA U OBICTPBIH
Croco0 BOCCTAaHOBUThH JOCTYI K cueTy. [IpuBs3aHHBIA TeaepOH TOMOXKET, €CIH
3a0yelib CBOM MIATEKHBINA ApOJlb WK 3aiIeIb Ha CAT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnome3yii omgHopa3oBble mapond. [lociie mepexoma Ha YCHJICHHYIO
aBTOpH3aIMi0 TeOe yke He OyJeT yrpokaTh OMACHOCTb KpaXW WIJIM TiepexBara
MIJIATEKHOTO MapOoJIs;

3. BeiOepu cnoxublii napoib. llpecrynHukam OyneTr He HpoOCTO yrajaarh
CIIOKHBIN mapoib. HanexxHble mapoiau - 3TO Mapoyid, KOTOPbIE COAEpKAT HE MEHee 8
3HAKOB W BKJIIOYAIOT B CE€0sl CTPOYHBIC U MPOMHUCHBIE OYKBBI, UPPHI U HECKOIBKO
CHUMBOJIOB, TAaKHME KaK 3HaK Jloyuiapa, GyHTa, BOCKJIMIATEIbHBIN 3HaK 1 T.11. Hanmpumep,
$tRONg!;;

4. He BBOAM CBOM JIMYHBIE JIaHHBIE HA cCaMTaX, KOTOPbIM HE JOBEpSCIIb.

JJIeKTPOHHASA MoYTAa

DJIEKTPOHHASI MOYTA - 3TO TEXHOJIOTHS W MPEIOCTABISIEMBIE €H0 YCIYTH IO
MEPECHIJIKE M TIOJYYSCHHIO JJICKTPOHHBIX COOOIICHUM, KOTOPBHIE PaCHpEACIISIIOTCS B
KOMIbIOTepHOM ceTr. OOBIYHO AJIEKTPOHHBIM MOYTOBBIN SIIUK BBITJISIUT CIASAYIOIIUM
oOpa3oM: WM IOJIL30BATEII(@UMS JOMeHa. Takke KpoMe IIepelladyd IIPOCTOrO
TEKCTa, UMEETCSI BO3MOXKHOCTh TiepeaaBaTh (haiibl.

OcHoBHBIE COBETHI MO 0€30MACHO padoTe C JJIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mpaBWIbHBIA TOYTOBBIM cepBUC. B uHTEpHETEe ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIy4Ille
JIOBEPATH TEM, KOI'O 3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yxaspiBaii B TUYHON ToUTe JTMUYHYIO0 MH(popManuio. Hanpumep, mydrie
BBIOpaTh "My3bIKaIbHBIN (haHaT@" nam "pok2013" BmecTo "temal3";

3. Hcnonb3yil AByX3TAMHYIO aBTOPU3ALUIO. ITO KOTJa TOMUMO NAPOJisi HYKHO
BBOJUTDH KO/, IPUCHLIaeMblii mo SMS;



4. BpiOepu CIIOXKHBIA Mapoiib. s KakI0ro MmoYTOBOro SIUKa JOJDKEH OBITH
CBOM HAJICKHBIN, YCTOMYHUBBIM K B3JIOMY MapOJib;

5. Ecimm ecth BO3MOXHOCTH HamMcaTh CaMOMYy CBOM JHMYHBIA BOIPOC,
HCIIOJIb3YU 3TY BO3MOXKHOCTb;

6. Mcnosb3yit HECKOJIBKO MOYTOBBIX SITUKOB. [1epBblii 1151 4ACTHOM MEepPernucKu
C agpecaTaMu, KOTOPBIM Thl JOBEPsElIb. JTO 3JIEKTPOHHBIA aJpec HE HAJO
HCIIO0JIH30BaTh IIPU PErUCTpaIluy Ha opyMax u caiTax;

7. He otkpbiBail (ailnbl U Apyrue BIOXKEHUS B MHUCbMaxX, AK€ €CIIM OHH
MPUIILIA OT TBOUX Jpy3ei. Jlydile yTouHr y HUX, OTIIPABIISUIM JIU OHU TeOe

9T (aitibl;
8. Ilocne okoHuaHUs paOOTHI HA TIOYTOBOM CEPBHCE MEPE] 3aKPHITUEM BKIIAIKU
C canuToM HE 3a0y/1b Ha)XaTb Ha "Beriitu".

Ku6epOyajauHr njiu BUPTyaJbHOE U31€BATEJIbCTBO

KubepOymmuHr - npecieoBaHue COOOIICHUSIMHE, COJIEPKAITUMHI OCKOpOJIeHNS,
arpeccuro, 3alyruBaHUe; XYJIUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHHUE C MOMOIIBIO
Pa3JIUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI M0 00pPbOe ¢ KHOEPOY/NIMHIOM:

1. He Gpocaiics B 60ii. JIydmmii crioco0: TOCOBETOBATHLCS KaK ce0sl BECTH U, €CIIH
HET TOro, K KOMy MOXHO OOpaTHThCS, TO BHAYaJIe YCIIOKOUTHCSA. ECIIM Thl Ha4HEIIb
OTBEUATh OCKOPOJICHHSMH Ha OCKOPOJCHHS, TO TOJIBKO €Imie OOJNbIIe Pa30ikIKeIlhb
KOH(JIMKT;

2. YrpaBiisiii cBoel KubeppenyTaluei;

3. AHOHUMHOCTh B ceTd MHUMas1. CyIIECTBYIOT CITOCOOBI BBISICHUTH, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTaHCKUU oO0pa3 BUPTyaJdbHOM >XU3HU. VHTEpHET
(UKCUpYyeT BCEe TBOM JSHCTBUS M COXpaHSIET HUX. YJaIUTh HX OyJeT KpalHe
3aTPyAHUTEIBHO;

5. CobOnroaii CBOXO BUPTYAJIBHYIO Y€CTh CMOJIONY;

6. MUrnopupyii enuHu4HBIM HeratuB. OaHOPa30BBIE OCKOPOUTEIBHBIC
COOOIIIeHUs JIydllle UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpaliaercs Ha HayadbHOU
CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU, B
COITMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHPOBKHM OTHPaBKH COOOIICHUH C
OnpeAeICHHBIX aJIPECOB;

8. Ecu ThI cBumeTens kuOepOyimHra. TBOM JEHCTBHS: BBICTYIUTH MPOTUB
npecieaoBaTess, MOKa3aTh €My, YTO €ro JEUCTBUS OILICHUBAIOTCS HETraTUBHO,
MOJJICP)KaTh JKEPTBY, KOTOPOM HYyXKHA TICHXOJOTHYECKas IIOMOIIb, COOOIIUTH
B3pOCIILIM O (haKTe arpeCCUBHOIO MTOBEICHUS B CETHU.

MoOnabHbIi TeJ1eOH

CoBpemMeHHbIE cMapT(OHBI U TIAHIIETHI COACPKAT B ceO€ BIIOJHE B3POCIIBIN
(GyHKIIMOHAZ, MW Telmepb OHHU MOTyT KOHKYpPHPOBaTh CO CTallMOHAPHBIMH
KoMIbroTepamu. OpHAKO, CPEICTB 3aIIMUTHI ISl MOJOOHBIX YCTPONCTB IOKa OYEHD



MaJio. TecTupoBaHME U TOUCK YSI3BUMOCTEN B HUX ITPOUCXOAUT HE TAK MHTEHCUBHO, KaK
st TTK, To ske camoe kacaeTcsi 1 MOOMJIBHBIX MPHIIOKEHUH.

CoBpeMeHHbIe MOOUIIBHBIE Opay3epbl yKe MPAaKTUUECKH JIOTHAIM HACTOJIbHBIE
aHaJIOTH, OJTHAKO pacHIMpeHne (PyHKIIMOHAIA BJIEUYET 3a CO00M OOBITYIO CIOKHOCTh U
MEHBIIYIO 3aLIUIIICHHOCTb.

Jlaneko He BCE MPOW3ZBOAMUTEIN BBITYCKAIOT OOHOBJICHHUS, 3aKPBHIBAIOIINE
KpUTHUYECKHE YSI3BUMOCTH U1t CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI U1 0€30MACHOCTH MOOMJILHOTO TejiepoHa:

Huuero He sBisieTcs mo-HaAcTOsIIEMYy OECIUIaTHBIM. Byab OCTOpOXKEH, BElb
Korja Tebe mpejuiaratoT OecrjaaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO
IIJIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, doto wim Buseo. Trl TOUHO 3HACIID, T
OHM OyIyT B KOHEYHOM UTOTE?

HeoOxo1uMo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhOoHa;

Wcnonp3yii aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX Tele(OHOB;

He 3arpyxaili mpujaoKeHUsI OT HEW3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT
COJIepKaTh BPEIOHOCHOE TPOrPpaMMHOE 00€ECIICUCHHUE;

[Tocite TOro Kak ThI BRIMICIIH C CaiiTa, T1e BBOIWII JTMUHYIO HHPOPMAIIHIO, 3aiT1
B HACTpOIKu Opay3epa u ynanu cookies;

[lepronnueckn MPOBEPsSH, KAKHUE IJIATHBIE YCIYTM AKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOIt HOMep MOOMIBHOTO TeNeOHA TOIBKO JIOASM, KOTOPBIX Thl 3HACIIIb
1 KOMY JIOBEpSiClIb;

Bluetooth nomken ObITH BBIKITIOUEH, KOTJIa Thl UM HE MOJb3yelibes. He 3a0biBait
WHOTJA MPOBEPATH ITO.

Online urpsI

CoBpeMeHHBIE OHIANH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BIICUCHHS,
OOBEUHSIIONINE COTHU THICSY YEJIOBEK IO BceMy MUpy. Urpoku uccieayror 1aHHbIH UM
MUp, OOMIAIOTCS APYT C JIPYrOM, BBIMOJHSIOT 3aJaHus, CPaKalOTCsl ¢ MOHCTpaMu U
MOJY4YaloT ONbBIT. 3a YJIOBOJbCTBUE OHM ILIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM MIPUOOPETAIOT KAaKUE-TO OIIIUH.

Bce atn cpenctBa uayT Ha MOAJIEPKAHUE U PA3BUTUE WUIPBI, & TAKXKE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl AaBTOPHU3AIIMM, BBIITYCKAIOTCS HOBBIC
natyu (u(poBbIe 3aIUIaTKU ISl TPOTPaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.
B nono6HbIX Urpax CTOUT OomacaThCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJILKO KPaXu
TBOETO MapoJisi, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOPHU3AIMH OOJIBITNHCTBA UTP.

OcHoOBHBIE COBETHI 110 0€30MIACHOCTH TBOEr0 UTPOBOI0 AKKAYHTA:

1. Ecnn ipyroit urpok BeaeT ce0s II0Xo Uitk co3aeT Te0e HEMPUSITHOCTH, 3a0IOKupyi
€ro B CIIMCKE UTPOKOB;

2. lloxkanyiics aaMUHUCTpaTOpaM WIPhl Ha IUIOXO€ IIOBEACHME HTOr0 HIpOKa,
KEIATEIIbHO  IPWIOKWUTH  KaKWe-TO  JOKas3arelibCcTBAa B BHUJE  CKPUHOB;
3. He yka3biBall 1nuHy0 HH(pOpMaluio B npodaiiie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBiuBaii HeopuiinaabHbIC TATYA U MOJIBI;

6. Mcnosb3yii CIIOXKHBIE U Pa3HbIE MapOIH;

7. Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl Urpaemib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WIH KPasKa JHYHBIX TaHHBIX

OObIYHOM Kpaked JeHer M JIOKYMEHTOB CETOJHS YK€ HUKOIO HE YJIHUBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTHH 3JI0YMBINIJICHHUKHA MEPEMECTHIINCh B MHTEPHET, U
MPOJAOJLKAIOT 3aHUMAaThCs "TFOOUMBIM" JICIIOM.
Tak mosiBMIIack HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIITUHT, TIIaBHAS 1IETb
KOTOPOTO COCTOMT B TOJY4YEHUW KOH(MHUICHIMAIBHBIX JaHHBIX TONb30BATEICH -
JoruHOB 1 naposied. Ha anrnmiickom si3eike phishing untaercs kak gummuar (ot fishing
- ppiOHas J0BJIsA, password - mapoJs).

OcHoBHBIE COBETHI M0 O0pbOE ¢ PUIIMHTOM:

1. Cnenu 3a cBoum akkayHToM. Eciu Tkl mojio3peBaelib, 4TO TBOsI aHKETa ObLia
B3JIOMaHa, TO HEOOXOJIUMO 3a0JIOKMPOBATh €€ M COOOIIHUThH aJMHUHUCTpATOpPaM
pecypca 00 ITOM KaK MOKHO CKOPEE;

2. HWcnome3yit Oe3omacHble BeO-CaiiThl, B TOM YHCIIC, WHTCPHET-MAara3uHOB M
ITOMCKOBBIX CUCTEM;

3. Hcnomb3yii cnoKHBIC U pa3Hble napoir. TakuM o0pa3oM, eciii TeOs B3JI0MAlOT,
TO 3JIOYMBIIIUICHHUKH TOJydYaT JOCTYN TOJBKO K OJTHOMY TBOEMY MPOQHUIIIO B
CETH, a HE KO BCEM;

4. Ecnu Tebs B370MalId, TO HEOOXOJIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OaBJIEHBI Y T€0S B APY3bAX, O TOM, UTO T€OS B3JIOMAIA M, BOZMOXHO,
OT TBOETO UMEHHU OYJET PACChUIAThCS CIIaM U CCBUIKU Ha (DUIIIMHTOBBIE CANTHI;
YcranoBu HaaexHbIM aposb (PIN) Ha MOOHMITBHBIN TEIeOH;

OTkIII0UM COXpaHEHHE mapoiis B Opaysepe;
He oTtkppiBaii (aitibl U Apyrue BIOKEHUS B MHChbMAX, JIaXKe €CIIM OHU MPHUILLIN
OT TBOMX Jpy3el. Jlydlle yTouHH Yy HUX, OTIPABJISUIIM JIM OHU TeOe ATH (ailibl.

Iudposasi penyranus

[HudpoBas pemyrtaius - 3T0 HETaTUBHASL WM MO3UTUBHASI UHPOpMAIIUS B CETH
o tebe. Kommpomerupyromas uHpopmalys, pa3MelleHHas B HWHTEPHETE, MOXKET
CEpbE3HBIM 00PA30M OTPa3UThCs HAa TBOEH peasibHoM xu3Hu. "[udposas penyrauus" -
9TO TBOM HMMHJIK, KOTOPBIH (opmupyercs u3 mHPOpManuu o TedO¢ B HHTEPHETE.
TBoe MecTo KUTEIbCTBa, y4eObl, TBOE (HHAHCOBOE IIOJOKEHHE, OCOOCHHOCTH
XapakTepa M paccka3bl O OJNM3KMX - BCE OTO HAKAaIJIMBAeTCI B  CETH.
MHorue moapoCcTKu JETKOMBICIICHHO OTHOCSTCS K IMTyOJIMKAIIMU JIMYHOU HH(pOpMaIu B
WNHuTtepHeTe, HE TOHUMAasi BO3MOXKHBIX MOCIEICTBUHN. ThI 1a’ke HE CMOXKEITb J10Ta1aThCs
0 ToM, 4To oTorpadus, pa3MerIeHHas 5 JeT Ha3a, cTajda IPUIUHON OTKa3a MPUHSThH
TeOs Ha padoTy.

KomMmmenTapuu, pazmenienue TBoux ¢pororpaduii u qpyrue 1eHCTBUS MOTYT HE
HCUYE3HYTh JIaKE MOCJIe TOro, Kak Thl MX yJaidullb. Thl HE 3HACIIb, KTO COXPAHUI 3TY
HH(pOpMaIIo, TIoMaJia JIM OHAa B TOUCKOBBIE CHCTEMBI M COXPAaHUJIACh JIU OHA, a TJIABHOE:
YTO MOAYMAIOT O T€O€ OKpYKAlOIllKEe JIIOJIU, KOTOPhle HAUAYT M YBUAAT 3T0. Haiitu
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WH(POPMAITUIO MHOTO JIET CITYCTSI CMOKET JIFOOOM - KaK U3 JTOOPBIX MOOYKICHHUH, TaK U
C HAMEpPEHUEM MPUYUHUTD BPEJl. DTO MOKET OBITh KTO YTOJIHO.
OcHOBHBIE COBETHI 10 3al[UTe NHU(PPOBOI penyTalNu:
1. Tlomymaii, mpex/e 4eM 4TO-TO IMyOJMKOBATh U TMepeaaBaTh y ceds B Oyore
WK B COMAIILHOM CETH;
2. B macrpoiikax mpoduias yCTaHOBHM OrpaHMUYCHHS Ha TPOCMOTP TBOETO
podUISL U €ro COAEPIKUMOTO, CAENIai €ro TOJIbKO "I apy3ei';
3. He pa3memaii u He yka3bpiBail MH(MOPMALMIO, KOTOPasi MOXKET KOro-indo
OCKOPOJIATH 15810 O0OMXKAaTh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE  IIKOJIBHUKM - AKTHBHBIE  TIOJB30BATENH  ITU(POBOTO
npoctpancTBa. OJHAKO Jalieko HE BCE 3HAIOT, 4YTO TOJIb30BAHUE MHOTUMHU
BO3MOKHOCTSIMH ITU(DPOBOro Mupa TpeOyeT COOII0ICHHS IMPaB Ha HHTE/UICKTyalbHYIO
COOCTBEHHOCT.

TepmuH "WHTEIIEKTyallbHAasi COOCTBEHHOCTh'" OTHOCHUTCSI K Pa3IMUYHbIM
TBOPEHUSIM YEJIIOBEUECKOTO yMa, HauyWHas C HOBBIX H300pETEHHH U 3HAKOB,
0003HAYAOIINX COOCTBEHHOCTh HA TPOAYKTHI W YCIyTH, M 3aKaHYMBAs KHHUTAMH,
dbotorpadusvu, KHHO(WITEMaMH u MY3bIKaJTbHBIMH MIPOU3BEIACHUSMU.
ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEIUIEKTYaJIbHYIO0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JTUTEPATYPhI U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYMAIOT B KAY€CTBE TapaHTUH
TOT0, YTO MHTEJJICK Ty JIbHBI/TBOPUYECKUH TPY/l aBTOpA HE OYJIET HAITPACHBIM, 1aCT EMY
CIpaBeJIMBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPy/a, MOIYYUTh
M3BECTHOCTH U Npu3HaHWe. HukTo 0e3 paspemnieHus aBTopa He MOXET BOCIIPOU3BOIUTH
€ro IPOM3BEJAEHHE, PACIPOCTPAHATh, IYOJIMYHO JIEMOHCTPUPOBATH, IPOJABATH,
UMITOPTHPOBATH, IyCKATh B MPOKAT, MMyOJMYHO HCIOJHATH, MTOKA3bIBATH/UCTIOJHATD B
adupe wim pasmemars B IHTepHeTe.

Hcnonp3oBanue "MUpaTCKOTo" MpOrpaMMHOTO 00eCIIeUeHHS MOXKET ITPUBECTH K
MHOTUM PHCKaM: OT TOTEPHW MAaHHBIX K TBOMM aKKayHTaM JIO OJIOKUPOBKHU TBOETO
YCTPOICTBA, TJIe yCTAaHOBJIEHA HelleraibHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO
CYIIECTBYIOT JICTAJIbHBIC M OCCIIIIaTHBIC MMPOTPAMMBI, KOTOPBIC MOXHO HAWTH B CETH.

O nopraje

CereBuuok.pd - TBOM IIABHBI COBETYUK B CETH. 3]I€Ch Thl MOXKEIb Y3HATH O
0€30MacHOCTH B CETH TOHSATHBIM W JOCTYIHBIM SI3BIKOM, a TPU BO3HUKHOBEHHUH
KPUTUYECKON CUTyallud OOpaTUThCS 3a COBETOM. A Takke NPUHATh ydacThe B
KOHKYpCaXxX M CTaTh CaMbIM ITU(POBBIM IPakTaHUHOM!



http://сетевичок.рф/

